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An Access Control System for Ubiquitous Computing
based on Context Awareness
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ABSTRACT

It is important to manage access control for secure ubiquitous applications. In this paper, we present an access—control system for
executing policy file which includes access control rules. We implemented Context-aware Access Control Manager(CACM) based on Java
Context-Awareness Framework(JCAF) which provides infrastructure and API for creating context-aware applications. CACM controls
accesses to method call based on the access control rules in the policy file. We also implemented a support tool to help programmers
modify incorrect access control rules using static analysis information, and a simulator for simulating ubiquitous applications. We describe

simulation results for several ubiquitous applications.

Keyword : Access control, Policy description language, Policy file, Context awareness, JCAF, CACM
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if ( cacm.checkMethodAccess(Pdal, Printer0Ol1, print) )
{

PrinterO1.print();
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checkMethodAccess HIAE= &S 53 A 23S 314
2% 498 FohiA REFoRA oY et 5Ee F
e F YRS FiE
No checkMethodAccess method call :
([checkForgetTocheck #1]] method name : ubihospital entity person Patient setinfo
[line 172] - ubihosnital TestLoading
ForgeiTocheck Analysis Result== MO checkMethodAccess() method call

(32 n) Ast A F 2M Znt

Ak
(=}
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1Al 71810l KRUIFEA HAREES 2ot 2 MO AlA"> 7

(1" 1) FuFE 2~ 39 &8 2239 4 Aol
t}, ubihospital #7]1*¢] TestLoading L¢] 17294 29
A AA gl EZetwo] & setnfo WAE7F 3FH 4$
of digk ®Aelrh. fFHIFHEA WY AR e #At9
setlnfo MAE FZFo sk Ak F2lo] 7|&Ho] ged A
A ZEawW oA setlnfo  WAE  TE
checkMethodAccess W4AE &S E3F A% AR Aol
grejo] glo] AR H: A7t o]FAAA] Fes ZE
gl A delF= Aghdolt)

Mo >

6.1. Alg2loll
B A2FE o3t TEg fu A
S AfEA ABHA B 5 Y= BAS sk] ABeo|
HE /faeigint o AEolHE wd Y Alojd] 2lsto]
HAE Fdo]l ARHE A4 old g ARE AFslErh
w3k AEHold gl A Hd e 2f{sh setEd

e

=29 A3

2 o |

_|

1) g~ 28 zZzgdy A god Mde 99
ContextService A8 9] o|&& A1 $& =iy A
A ghelg Mg gt

R EEDIERICEREEICEE PIRE R B DR
e A A A

& A% ek

(3) olWE WA 2 vlas AW 9 T2 A
A SIHIES WAATIAY HAEE BAPORA AE
fold & 4 9

G) 249 43 99 - A

. =2
FHHE 2~ B oAt 22le] PDAE F3l A o
A GA Exe ARE BRI RS ity T2
o8 At MEA EoJoW AFoRE Ao HH

o] T, WAA Exj IR E H
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= d@s 7R aFel wedd (23 49 AF sl
gh o] ZRIE AlgdelAstd =], 1, 2keA 5 4l
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Access Control & Adaptation Situation :

READY

Access Denied

[ Fda pdat ] has KO PERMISSIORN about method call [ PtJane getinfo ]

(O 13) FHIFEL HAQ getinfo HjA= MEHF Hit

Access Control & Adaptation Situation :

Access Denied
[Fda.pdal ] has MO PERMISSION about method call [ PtJane.getinfo ]

D

== Patient Infomation ==
Display Pda : pdal

Fatient 1D : pt1

Fatient Mame : Janeg

The name of a disease : empty

Method Execution

{]

(O

T8 14) FHIHES HE

9| getinfo MA= Als Zut



Access Control & Adaptation Situation :

~
=

MOt A" 9

READY!

Access Denied
[Pda.pdal | has MO PERMISSICON about methad call [ Printer pri print ]

(32! 15) FH|AZE dg

Access Conirol & Adaptation Situation :

print HA= Mg HE Z1}

=

READY!

Access Denied
[ Fda.pdal ] has KO PERMISSION about method call [ Lecture. Computer.getData ]

(38 16) RHIHEL ATA0| getData M= M HF 23t
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