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* 12.1 Nonblocking 1/O
I
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i Nonblocking 1/O
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Slow system calls

= Slow system calls which can block forever

Reads from pipes, terminals, network, if data isn't present
Writes to above if they don't handle reading promptly

Opens of files block until some condition occurs
Open of a terminal device attached to a modem

Open of a FIFO for writing only when there is no other process
for reading the FIFO

Reads and writes of files that have mandatory record locking
enabled

Certain ioctl operations
Some of |IPC functions
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& Nonblocking I/O A& Bt

= open() 22 ML= & I O_NONBLOCK Zci
= open("a.out',0O_RDONLY | O_NONBLOCK);

= open fileOll fcntl02 O_NONBLOCK Z2i1 & A

= int flag;
flag = fentl(fd, F_GETFL, 0);
flag |= O_NONBLOCK;
fcntl(fd, F_SETFL, flag);

O NONBLOCK Sci1 &4 F A
= int flag;
flag = fentl(fd, F_GETFL, 0);
flag &= ~O_NONBLOCK;
fcntl(fd, F_SETFL, flag);
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* 0l Kl nonblockw.c

#include <fcntl.h>

void set_fl(int fd, int flags) {
int val

if ( (val = fentl(fd, F_GETFL, 0)) < 0)
perror("fcntl F_GETFL error");
val |= flags; /* turn on flags */
if (fcntl(fd, F_SETFL, val) < 0)
} perror("fcntl F_SETFL error");

void clr_fl(int fd, int flags) {
int val

if ( (val = fentl(fd, F_GETFL, 0)) < 0)
perror("fcntl F_GETFL error");
val &= ~flags; /* turn flags off */
if (fcntl(fd, F_SETFL, val) < 0)
} perror("fcntl F_SETFL error");



* 0l Kl nonblockw.c

#include <sys/types.h> /* nonblockw.c x/
#include <errno.h>

#include <fcntl.h>

char buf[100000];

int main(void) {

int  ntowrite, nwrite; char =*ptr;

ntowrite = read(STDIN_FILENO, buf, sizeof(buf));
fprintf(stderr, "read %d bytesWn", ntowrite);
set_fI(STDOUT_FILENO, O_NONBLOCK): /* set nonblocking */
for (ptr = buf; ntowrite > 0; ) {
errno = 0;
nwrite = write(STODOUT_FILENO, ptr, ntowrite);
fprintf(stderr, "nwrite = %d, errno = %dWn", nwrite, errno);
if (nwrite > 0) {
ptr += nwrite;
ntowrite —= nwrite;
}

}
clr _flISTDOUT_FILENO, O_NONBLOCK); /* clear nonblocking */

}Q&IJUQLUI YHLULl S oI



* 12.2 Record locking
I
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Lock AIO]2] S &t

Request for Request for
read lock write lock
Region No locks OK OK
currently
has One or more read OK denied
locks
One write lock denied denied

s [ypes of Locks
= F_RDLCK : Shared Read Lock
= F WRLCK : Exclusive Write Lock
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i fentl()

#include <sys/types.h>
#include <unistd.h>
#include <fcntl.h>

int fcntl(int filedes, int cmd, struct flock * flockptn;

returns : depends on cmd if OK, -1 on error

s cmd: F_GETLK, F_SETLK, F_SETLKW

struct flock {
short |_type; /* F_RDLCK, F_WRLCK, F_UNLCK */
off_t I_start; /* 2Z JHo| A|=F X[H */
short |_whence; /* SEEK_SET, SEEK_CUR, SEEK_END */
off_tI_len; /* 2Z4 dHe| Ao| (00|™ utd E7HX]) */
oid_t l_pid: /* T2A[A2| PID */
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‘L fentl()

m F_GETLK
s flockptr 0l 288t lock=2 & &= U=Al, = 0/0] lock O] 2 U=

N

24

24

s F_SETLK and

L Al.

2 2= QICHH 010l Z2H U= lock B2 flockotr JF MHA &
2 2= QUUCHAH flockotr 2l |_type Bt F_UNLCKe & HA &

|
s flockptr 0l &8¢t lock = 74 Ct
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‘L fentl()

s F_SETLK and I_type == F_UNLCK
= flockptr 0l & &St lock = ol Ml etCt

m F_SETLKW
= F_SETLK 2| blocking version
» LZ2ANAE lock O Jts< DAl sleep & ERIL &I C
= [his sleep is interrupted if a signal is caught
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Ml :report.c

#include <fcntl.nh> #include <errno.h>

#include "emp.h“

#define MAX 10

int main(argc, argv)
int argc; char *argv|];

{

struct flock lock;
struct emp record;
int fd, open(), fcntl(), sum=0, try=0;
if ((fd=open(argv[1], O_RDONLY))== -1) {
perror(argv[1]);
exit(1);
}
lock.l_type = F_RDLCK;
lock.l_whence = 0;
lock.|_start = OL;
lock.l_len = OL;
while (fentl(fd,F_SETLK, &lock) == -1) {
if (errno == EAGAIN) {
if (try++ < MAX) {
sleep(1); continue;
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0l :report.c

printf("%s busy —— try laterwn", argv([1]);
exit(2);

}

perror(argv[1]); exit(3);

}
sum = 0;
while (read(fd, (char *) & record, sizeof(record)) >0) {

printf("Employee: %s, Salary: %dWn", record.name,
record.salary);

sum += record.salary;

}
printf("WnTotal salary: %d=Wn", sum);

lock.I_type = F_UNLCK;

fentl(fd, F_SETLK, &lock);
close(fd);
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i 0l : update.c

#include <fcntl.h> #include "emp.h"
main(argc, argv)
int argc; char *argv[];
{
struct flock lock;
struct emp record;
int fd, open(), pid, getpid(), recnum;
long position;

if ((fd=open(argv[1], O_RDWR))==-1) {
perror(argv[1]);
exit(1);

}
pid = getpid();
for(;;) {

printf("Wn Enter record number; ");
scanf("%d", &recnum);

if (recnum <0) break;

position = recnum * sizeof(record);
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0l update.c

lock.|_type = F_WRLCK;

lock.l_whence = 0;

lock.|_start = position:

lock.l_len = sizeof(record);

if (fentl(fd,F_SETLKW, &lock) == —1) {
perror(argv[1]);

exit(2);

}

Iseek(fd, position,0);

if (read(fd, (char *) & record, sizeof(record)) == 0) {
printf("record %d not foundWn", recnum);
lock.|_type = F_UNLCK;
fcntl(fd, F_SETLK, &lock);
continue;

}

printf("Employee: %s, salray: %dWn", record.name, record.salary);
record.pid = pid;

printf("Enter new salary: ");

scanf("%d", &record.salary);
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i 0l : update.c

Iseek(fd, position, 0);

write(fd, (char *) &record, sizeof(record));

lock.l_type = F_UNLCK;
fentl(fd, F_SETLK, &lock);
1

close(fd);
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#include <sys/types.h>
#include <fcntl.h>

int
lock_reg(int fd, int cmd, int type, off_t offset, int whence, off_t len)
{
struct flock lock;
lock.|_type = type; /* F_RDLCK, F_WRLCK, F_UNLCK =/
lock.|_start = offset; /* byte offset, relative to |_whence */
lock.l_whence = whence; /* SEEK_SET, SEEK_CUR, SEEK_END =/
lock.l_len = len; /* #bytes (0 means to EOF) */
return( fcntl(fd, cmd, &lock) );
1
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* LOCK 2 & = OonAl

#define read_lock(fd, offset, whence, len) W

lock_reg(fd, F_SETLK, F_RDLCK, offset, whence, len)
#define readw_lock(fd, offset, whence, len) W

lock_reg(fd, F_SETLKW, F_RDLCK, offset, whence, len)
#define write_lock(fd, offset, whence, len) W

lock_reg(fd, F_SETLK, F_WRLCK, offset, whence, len)
#define writew_lock(fd, offset, whence, len) W

lock_reg(fd, F_SETLKW, F_WRLCK, offset, whence, len)

#define un_lock(fd, offset, whence, len) W
lock_reg(fd, F_SETLK, F_UNLCK, offset, whence, len)

Nov 2007 ©

Hy
o
Ozt
0F
0

21



Lock AlE O

#include <sys/types.h>
#include <fcntl.h>

pid_t lock_test(int fd, int type, off_t offset, int whence, off_t len)
{

struct flock lock;

lock.l_type = type; /* F_RDLCK or F_WRLCK =/

lock.l_start = offset; /* byte offset, relative to |_whence */
lock.l_whence = whence; /*x SEEK_SET, SEEK_CUR, SEEK_END */
lock.l_len = len; /* #bytes (0 means to EOF) */

if (fentl(fd, F_GETLK, &lock) < 0)
perror("fcntl error");

if (lock.l_type == F_UNLCK)
return(0); /* false, region is not locked by another proc */
return(lock.l_pid); /* true, return pid of lock owner */

}
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Lock &f=5

g! ol Xl

s Lock of Al

T MAIES
M= C

ZotH ) 2 NAD E&HES B = lock 2 off

« fdJb E0olH 0|2 &A= 2= lock 2 ol K=l L.

fd1 = open('a", ...

read_lock(fd1,

fd2 = open('a",

close(fd?2)
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HE &

fd1l = open("a", ...

write_lock(fd1,
if (fork() > 0) {

);
O ... ); /* parent write locks byte 0 */
/* parent */

fd2 = dup(fd1)

fd3 = open('a", ... );

pause();

close(fd3); /* is the write lock released? */
}else { /* child */

read_lock(fd1, ... );  /* child read locks byte 1 */

pause();
}

F A HAit= S =20lE2 &S

lock 2 file descrlptor JF OFL| 42 file O] & 22 O
fd2, fd3 = H- H0|2t= close oA lock

[ret A fd1,
=t
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HE &

process table

entry file table
file descriptors id status. flags i—node table
fd 1:[fd flags| ptr current file offset
£d 2- v-node ptr o | i—node:\
fd 3: Nl  Information
fd status flags _current file size
S/lj:sgé T:Iylt? offset linked list of locks
file descriptor?/ struct flock struct flock
fd 1:/fd flags tr — -
12 g p link - link
: flags, etc flags, etc
fd 3: starting offset starting offset
length length
process 1D process ID
Nov 2007 o=l 282
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Advisory vs. Mandatory Locking

s Advisory Locking

o X

= lock S & == U BAE = UK ZHE K= ZE=0

= = locking #&2 2Alotd &1 M| Jis

» 2t B T2 MAS0| AHEEOZE A2 &40H0F &
s Mandatory Locking

= HEO0| locking &2 ZdMotE2 fAlotd S0 MI| =2

» HE0 B= 2= == ZAIoH0F otz AlAE 20t

A4 grH
set—group—ID BIEE H1] group—execute HIEE &
—rw—r=Ir—— 1 1gj 5Jdul 15 12:11 lockfile

= $ chmod 2644 lockfile
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i Mandatory Locking

Blocking descriptor,

Non Blocking

tries to descriptor, tries to
read write read write
Read lock exists on region OK blocks OK EAGAIN
Write lock exists on region blocks blocks EAGAIN EAGAIN
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Ol : file_lock.c

#include <stdio.h>

#include <fcntl.h>

int main(int argc, char **argv) {
static struct flock lock;
int fd, ret;

if (argc < 2) {
fprintf(stderr, "AFZY: %s THLWN", argv[0]);
exit(1);

H..J

fd = open
if(fd == —

—_ —~

argv[1], O_WRONLY);
)
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Ol : file_lock.c

lock.l_type = F_WRLCK;
lock.|_start = 0;
lock.l_whence = SEEK_SET;
lock.l_len = 0;

lock.|_pid = getpid();

ret = fentl(fd, F_SETLKW, &lock);

if(ret==0){ // It &2 H25tH
while (1) {
scanf("%c", NULL);
}
}
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* 12.3 Memory Mapped |/O
I
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3l: memory mapped file

high address

len

memory mapped
portion of file

start addr v*

low address

Nov 2007

uninitialized data
(bss)

initialized data

text

—_—_———— e —_——————

file :

o=

memory mapped
portion of file

xl-tcl;i_Cll_

len
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mmap()

#include <sys/types.h>
#include <sys/mman.h>

caddr_t mmap(caddr_t addr, size_t /en, int prot, int flag,
int filedes, off_t off;

Returns : starting address of mapped region if OK, -1 on error

n LA I G2 =25 FHeHL

s aadadr: 20HE HEZ2 A& =4
= addr JE NULL O|&H AIAEI0| Hdset A& =45 dE
= virtual memory page?l bi==0|0 OF stC}t

o

Ct

s Jen: 22 3|
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i mmap()

m prot: specify the protection of the mapped region.

PROT_READ : the region can be read.
PROT_WRITE : the region can be written.
PROT_EXEC : the region can be executed.

PROT_NONE : the region cannot be accessed (not in
4.3+BSD).

The protection specified for a region has to match the
open mode of the file.
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i mmap()

s f/lag: mapped regionl =4
= MAP_FIXED

 BFEt =A0) addret 2010
AP_FIXED 2t XIEE X

E HXl 8EZBH AFZ S

_

[<)
-

b SHCY.
4 addr It 00| OtLI®H, HYEY 2 adar
Ct.

<

» MAP_SHARED
» POHE =40 A0 IO MEECC
= MAP_SHARED LI MAP_PRIVATE =2 otLtJt BFE Al X & & O OF

otCh
- MAP_PRI\/ATE

= FOHE =20 A IFE S = AH=0|
= O|2FHe =SAES S0 A0 =
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* l: memcpyO|=

#include <sys/types.h> /* mcopy.c */
#include <sys/stat.h>

#include <sys/mman.h> /* mmap() */
#include <fcntl.h>

int main(int argc, char *argvl[]) {
int fdin, fdout;
char  *src, *dst;
struct stat statbuf;

if (argc != 3) err_quit("usage: a.out <fromfile> <tofile>");

if ( (fdin = open(argv[1], O_RDONLY)) < 0)
perror("can't open %s for reading", argv([1]);

if ( (fdout = open(argv[?2], O_RDWR | O_CREAT | O_TRUNC, FILE_MODE)) < 0)
perror("can't creat %s for writing", argv[1]);

if (fstat(fdin, &statbuf) < 0) /* need size of input file */
perror("fstat error");



* Gl memcpyO|=2ot UL = Al

/* set size of output file */

if (Iseek(fdout, statbuf.st_size — 1, SEEK_SET) == —-1)
perror("lseek error");

if (write(fdout, "", 1) I=1)
perror("write error");

if ( (src =mmap(0, statbuf.st_size, PROT_READ,
MAP_FILE | MAP_SHARED, fdin, 0)) == (caddr_t) —1)
perror("mmap error for input");

it ( (dst = mmap(0, statbuf.st_size, PROT_READ | PROT_WRITE,

MAP_FILE | MAP_SHARED, fdout, 0)) == (caddr_t) —1)
perror("mmap error for output");

memcpy(dst, src, statbuf.st_size); /* does the file copy */
exit(0);
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